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Agenda

Á Introduction

ÁSecurity threats and risks

ÁDisclosure summary

ÁAbusing Extensions ïa selection of exploits and demos



Introduction

ÁWhat are Firefox extensions?

ÁItôs just software

ÁEquivalent of ActiveX

ÁWhat extensions do?

ÁExtend, modify and control browser behaviour

ÁProvides extended/rich functionality and added features

ÁDifferent type of Firefox addons

ÁExtensions

ÁPlugins (Search Engine plugins) and Themes
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XUL:

- provides UI to extensions

- combined with JavaScript, 

CSS, HTML elements

-.xul file

XBL:

- allows creation of new widgets

- combined with CSS, XML and 

XUL

XPConnect:

- middle layer allows JavaScript 

to interface with XPCOM

XPCOM:

- reusable 

components/interfaces

- interact with low layer libraries: 

network, I/O, file system, etc.

Chrome:

ïprivileged browser zone 

ïcode fully trusted



Extension Security Model

ÁMozilla extension security model is nonexistent

ÁExtension code is fully trusted by Firefox

ÁVulnerability in extension code might result in full system 

compromise

ÁNo security boundaries between extensions

ÁAn extension can silently modify/alter another extension

ÁXPCom C++ components subject to memory corruption

ÁExtensions vulnerabilities are platform independent

ÁLack of security policies to allow/deny Firefox access to internal API, 

XPCom components, etc

ÁAny Mozilla application with the extension system is vulnerable to 

same class of issues (e.g. Thunderbird)



The potential

ÁStatistics ïFirefox Browser Market Share

ÁBeyond 20% globally since November 2008, more than 50% in certain 

regions/countries

Á Source: Marketshare - marketshare.hitslink.com



Extension downloads boom

ÁStatistics ïAMO (Addons.Mozilla.Org) Download Trend

Á1 billion extension downloads from AMO ïNov 2008



Extensions are everywhere

Search engines Social 

Networks

Services Software/OS/Web 

Application 

Package

Extensions 

Portals

Google Toolbar

Google Browser 

Sync

Yahoo Toolbar

Ask.com Toolbar

Del.icio.us 

Extension

Facebook 

Toolbar

AOL Toolbar

LinkedIn 

Browser 

Toolbar

Netcraft Anti-

Phishing 

Toolbar

PhishTank 

SiteChecker

Skype

AVG

Ubuntu

LiveLink 

(OpenText)

AMO (addons

mozilla org)

Mozdev

Xulplanet



The weakest part of the chain 

ÁHuman Factors - users:

ÁTrust 

ÁAMO Recommended Extensions

ÁOpen Source

ÁMisconception = users expect extensions to be safe

Á'according to Softpedia, it's 100% safeó

ÁNoScript/AdBlockPlus provides false sense of security

Áchrome:// URI whitelisted on NoScript, any XSS injection there 

is not blocked



The weakest part of the chain ctd.

ÁHuman Factors ïdevelopers:

ÁThe Mozilla page for building extensions doesn't mention the word 

'security' once

ÁMany addon developers do it for a hobby ïnot necessarily aware of 

how dangerous a vulnerable extension can be

ÁHuman Factors ïreviewers:

ÁDonôt need to have great knowledge about app / webapp security

ÁNeed to follow a few guidelines for what is and isnôt acceptable

ÁThese guidelines focus on finding malicious extensions

ÁVulnerable extensions can quite easily slip through


